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EC DATA PROTECTION DIRECTIVE: EUROPEAN COMMISSION
QUESTIONNAIRE

Thank you for your letter dated 19 July in which you seek EP
Committee member’s views on the UK's proposals for amending the EC
Data Protection Directive.

| am happy to support the UK's proposals set out in the Annex to your
letter. | particularly welcome the proposal to simplify the notification
requirements. The current process is complex, bureaucratic and does
not achieve the objective of making it clear to the data subject how their
data will be processed.

For DWP to function properly it has to rely on individuals providing large
amounts of very personal information regarding both their financial
circumstances and health. We need to ensure that customers have
confidence in the way their data is collected, recorded, processed,
stored and shared. To achieve this the Department currently employs a
policy of fully informing customers what will happen to the information
they provide through provision of a ‘Confidentiality Statement’ on all
information gathering forms. It is also our policy to meet all Subject
Access Requests in full. | would wish to see this position protected
when considering any resulting changes in domestic legislation in the
longer term. | wish to maintain, and if possible improve, our customers
confidence in the way the Department handles personal data,
continuing to allow customers full access to their records. This will be
essential when modernising the way the Department works as
increasingly information will be collected over the telephone and by e-
mail. ;
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| am copying this letter to the Prime Minister, members of EP
Committee and Sir Richard Wilson.

ferv w4,

ANDREW/SMITH
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Minister for the Cabinet Office & Tel: 020 7276 1250
Chancellor of the Duchy of Lancaster Fax: 020 7276 1257

The Right Honourable the Lord Irvine of Lairg
House of Lords

London
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EC DATA PROTECTION DIRECTIVE: EUROPEAN COMMISSION
QUESTIONNAIRE

Thank you for your letter of 19 July seeking the agreement of members of EP to your
proposals on amending the Directive.

You will be aware that the Cabinet Office chairs the inter-departmental Data
Protection Practitioners’ Group which provides a forum for data protection
practitioners across Whitehall to come together and share experiences and good
practice. We are therefore well aware of the practical difficulties experienced by
government in operating the current Data Protection Act. It seems likely that many of
these operational problems were not anticipated when the Directive was originally
drafted and we consider the opportunity should be seized of drawing on our practical
experiences and explaining why there is a need to mitigate those aspects of the current
regime which cause difficulty, especially those whose amendment would not
significantly reduce protection for data subjects. We would certainly welcome any
amendments to the Directive which would provide clarification of the law and would
reduce unnecessary bureaucracy.

I am therefore content for you to respond to the questionnaire along the lines
indicated.

I am copying this letter to the Prime Minister, members of EP Committee, Sir Richard
Wilson and Linda Clark.
(i
GUS MACDONALD

Web site: www.cabinet-office.gov.uk
Email: gus.macdonald@cabinet-office.x.gsi.gov.uk INVESTOR IN PEOPLE
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DEFRA 020 7238 6465

Department for Nobel House
Environment, 17 Smith Square
2 London SW1 3JR
Food & Rural Affairs i |

From the Secretary of State

Yvette Cooper MP
Parliamentary Secretary
Lord Chancellor's Department
Selborne House
54-60 Victoria Street .
Lodnon
SW1E 6QW
26 July 2002

Joagr-  vemr,

FREEDOM OF INFORMATION ACT: PREPARATIONS IN NON
DEPARTMENTAL PUBLIC BODIES

In response to your letter to the Lord Chancellor dated 28 June | am pleased
to confirm that DEFRA sponsored NDPBs are generally on track with
preparations for their publication schemes. With some exceptions,
sponsoring Divisions have indicated that their publication schemes will be
submitted to the Information Commissioner for approval by the November
date and systems will be in place to allow the relevant provisions to come into
effect as announced.

Where Divisions have highlighted particular problems further guidance and
support will be offered to ensure compliance. The situation will be regularly
reviewed over the next two months.

| am copying this letter to the Prime Minister, members of CRP(FOI) and to

Sir Richard Wilson.
PEYEN-AN
Woso\eeer

MARGARET BECKETT
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Rt Hon Estelle Morris MP

The Rt Hon The Lord Irvine Of Lairg QC
Lord Chancellor

House of Lords

London

SW1A OPW

25 July 2002

\B—QC\B,QW\:)

EC DATA PROTECTION DIRECTIVE: EUROPEAN COMMISSION QUESTIONNAIRE

This is in response to your letter of 19 July to Jack Straw seeking agreement to send
proposals to the European Commission about the amendment of the EC Data Protection
Directive.

The suggested way forward in the proposals seems to be a practical, sensible and carefully
structured approach. The aim of reducing the administrative burden placed on those with
responsibility for data protection, while maintaining a high level of protection of individuals’
personal information should be commended. | am content that the proposals should be
submitted to the Commission.

| am copying this letter to the Prime Minister, other members of the EP Committee and
Linda Clark and to Sir Richard Wilson.

B o e

Estelle Morris

department for

education and skills { ﬂﬁ

4}/\

creating opportunity, releasing potential, achieving excellence INVESTOR IN PEOPLE
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LONDON SW1A OPW
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Ccer OMC
The Rt Hon Patricia Hewitt MP ﬂ-a
Secretary of State for Trade and Industry X
1 Victoria Street
London

SW1H OET 025" M : =t
Dear F Q)t'{ﬁ ‘C’A.'ﬂa :

FREEDOM OF INFORMATION ACT 2000: IMPLEMENTATION OF
SECTION 77 (CRIMINAL OFFENCE OF DESTROYING RECORDS TO
PREVENT ACCESS TO INFORMATION)

Thank you for your letter of 8 July in which you agree in principle to the
implementation of section 77 of the Act in November this year, subject to officials
ensuring that Whitehall practice is compliant with the Act and specifically that
the departmental personnel records managers are not placed at risk of criminal
penalty. I understand that current practice is not compliant with the 1998 Act, but
officials are taking steps to amend the guidance.

Current practice is that personnel files are brought up to date only when action 1s
required on the file, including when a subject access request is made. The file is weeded
before disclosure is made to the subject.

Officials have now obtained legal advice from Treasury Solicitors and consulted the
Office of the Information Commissioner. In the light of this advice, the general
principle that files should be weeded only when some action is required, can coptinue.
But, if the action is a subject access request, then the information should be disclosed to
the subject before weeding takes place.

Officials are now arranging for the guidance to be amended to reflect this position.
Provided that the revised guidance is followed, no one will be at risk of criminal penalties
from this policy. , ,

I am copying this letter to the Prime Minister, members of CRP(FOI) and to Sir Richard
Wilson.

Yours .Q\/z&\)/
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The Rt Hon Adam Ingram JP MP
Minister of State for the Armed Forces
Ministry of Defence ;

Old War Building

Whitehall

London

SWI1A 2EU
da ol«,@ 2002
Dear ’l(‘MAM )

FREEDOM OF INFORMATION ACT 2000: IMPLEMENTATION OF
SECTION 77 (CRIMINAL OFFENCE OF DESTROYING RECORDS TO
PREVENT ACCESS TO INFORMATION)

Thank you for your letter of 4 July in response to mine of 20 June. You propose
that we delay implementation of section 77 until officials are fully confident
about handling subject access requests under the Data Protection Act and have
had proper time to absorb the impact of the new environmental information
regulations. I do not think these are relevant considerations to the
implementation of the provisions of this section.

You make three broad points against early implementation of the criminal offence:

L officials are still gaining experience of handling subject access requests under
the Data Protection Act. The introduction of the criminal offence may make
officials more reluctant to redact information in response to such request;

there is a need to clarify the circumstances under which an official may be
prosecuted and in which the proper action would be against the Department
through an enforcement notice; and

the proposed introduction of the new environmental information regulations
will create additional problems for staff. On the timetable proposed by
Michael Meacher there is very little time for awareness and understanding of
the new regulations to be promoted. It would be unfair in such circumstances
for a potential criminal liability to be placed on officials.

My responses are:
3 It would be impossible for the Government to argue that officials are not fully

conversant with the requirements of subject access under the Data Protection
Act. Subject access was introduced in 1987. Though the amount of
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information covered by the Act has grown, as the use of IT has grown in
Departments, and the Data Protection Act 1998 extended the scope of data
protection, (including subject access), to a limited range of manual records, the
extension of scope has been gradual. Any attempt to justify non
implementation of section 77 on grounds that further experience is needed of
handling subject access requests, fifteen years after the rights had been
brought into force, would be met with considerable derision, both within
Parliament and by campaigners outside.

The concerns, anyway, seem misplaced. Redaction of information in response
to a subject access request is not an action covered by the proposed offence.
Redaction is simply the non disclosure of the information, or the removal of
information from a document before disclosure. Provided that the information
remains in the possession of the Department, there is no offence. It may be
that the Information Commissioner, in due course, may order redacted
information to be disclosed, but the initial non disclosure is not an offence.

Clarification of the circumstances where the offence would apply, as opposed
to the use of an enforcement notice, is a matter for the Information
Commissioner, as, in most cases, she will investigate and prosecute offences
under the Data Protection and Freedom of Information Acts. Given that a
successful prosecution for the offence will be very difficult, as the prosecutor
would need to show that the intention behind the destruction of the record was
to prevent disclosure, and that any other reason for destruction would be a
defence against the charge, I would not be surprised if no, or next to no, cases
came forward. But it would be improper for the Government to seek to
influence the Information Commissioner in the discharge of her duties, or to
issue guidance which purported to constrain the Commissioner’s
independence of action.

Whilst I recognise the need for a significant programme of awareness raising
and training before Departments can properly be expected to implement the
proposed environmental information regulations, I am sure that Michael
Meacher will be setting out his proposals in due course. But I do not think this
is relevant to implementation of the criminal offence. It is only the wilful
destruction of records in order to prevent the disclosure of information in
response to a request that could lead to prosecution. Provided that officials do
not destroy information which they know is the subject of a request, they
cannot be prosecuted. This seems straightforward.

In summary, therefore, I do not think that your arguments are sufficient to justify not
implementing the criminal offence in section 77 of the Freedom of Information Act
2000, in November this year.

I am copying this letter to the Prime Minister, members of CRP (FOI) and to Sir
Richard Wilson.

Yours .—QAJ-&V,
Mr&,
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The Rt. Hon The Lord Goldsmith QC
9 BUCKINGHAM GATE
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The Rt Hon Lord Irvine of Lairg
Lord Chancellor
House of Lords
London
SW1A OPW
23 July 2002

B
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FREEDOM OF INFORMATION ACT: IMPLEMENTATION OF SECTION 77
(CRIMINAL OFFENCE OF DESTROYING RECORDS TO PREVENT
ACCESS TO INFORMATION)

Thank you for your letter of 13th July confirming that the Information
Commissioner is content with the proposal for early implementation of
section 77.

I am pleased to note that the Commissioner has also recognised the
possibility that disappointed applicants may ask the police to investigate
rather than pursuing redress through her. It is a sensible way forward to
reach an agreement with the police and Crown Prosecution Service similar
to the existing agreement in respect of offences committed under the Data
Protection Act 1998.

The CPS has confirmed that they will liaise with the Association of Chief
Police Officers and make a joint approach to the Commissioner.

I am copying this letter to the Prime Minster, members of CRP (FOI) and to

Sir Richard Wilson.
%W s

o
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DATA PROTECTION ACT 1998: SUBORDINATE LEGISLATION
Thank you for your letter of 2 July giving the agreement of CRP(FOI) to lay the draft Order permitting
the processing of sensitive personal data by elected representatives without constituents’ explicit consent.
I am grateful to colleagues for their comments. I attach, for information, a copy of the draft Order as it is
to be laid, together with the Explanatory Memorandum. Annex A to your letter set out a list of
safeguards that colleagues proposed. I attach the list with my comments on each of the proposals,

explaining how they are dealt with.

I am copying this letter to the Prime Minister and the other Members of CRP(FOI) and to Sir Richard
Wilson, and I am writing in similar terms to David Trimble, Mark Durkan, Rhodri Morgan and Patricia

Ferguson.
Wi

YVETTE COOPER




Draft Order laid before Parliament under section 67(4) of the Data Protection Act 1998, Jor
approval by resolution of each House of Parliament.

DRAFT STATUTORY INSTRUMENTS

2002 No.

DATA PROTECTION

Data Protection (Processing of Sensitive Personal Data) (Elected
Representatives) Order 2002

Made - - - - 2002
Coming into force - - 2002

Whereas a draft of this Order has been laid before and approved by a resolution of each House of
Parliament:

Now, therefore, the Lord Chancellor, in exercise of the powers conferred upon him by section
67(2) of, and paragraph 10 of Schedule 3 to, the Data Protection Act 1998(a), and after
consultation with the Information Commissioner(b) in accordance with section 67(3) of that Act,
hereby makes the following Order:

1. This Order may be cited as the Data Protection (Processing of Sensitive Personal Data)
(Elected Representatives) Order 2002 and shall come into force on the twenty eighth day after the
day on which it is made.

2. For the purposes of paragraph 10 of Schedule 3 to the Data Protection Act 1998, the

circumstances specified in any of paragraphs 3, 4, 5 or 6 in the Schedule to this Order are
circumstances in which sensitive personal data may be processed(c).

Signed by the authority of the Lord Chancellor

Parliamentary Secretary, Lord Chancellor’s Department
2002

(a) 1998 c. 29. The functions of the Secretary of State under section 67 of, and paragraph 10 of Schedule 3 to, the Data
Protection Act 1998 were transferred to the Lord Chancellor by Article 3 of, and paragraph 11 of Schedule 1 to, the Transfer
of Functions (Miscellaneous) Order 2001 (S.L 2001/3500). Article 8 of, and paragraphs 6(v) and (z) of Schedule 2 to, that
Order amended section 67 of, and Schedule 3 to, the Data Protection Act 1998 so as to refer to the Lord Chancellor.

(b) The Data Protection Commissioner became the Information Commissioner on 30" January 2001 by virtue of sections 18(1)
and 87(2)(a) of the Freedom of Information Act 2000 (c. 36). The consultation requirement in section 67(3) of the Data
Protection Act 1998 now refers to the Information Commissioner as the definitions of “the Commissioner” in sections 6(1)
and 70(1) of that Act have been amended by paragraphs 13(2) and 14(a) of Schedule 2 to the Freedom of Information Act
2000.

(€) Additional circumstances in which sensitive personal data may be processed are specified in the Data Protection (Processing
of Sensitive Personal Data) Order 2000 (S.L 2000/417).




SCHEDULE

CIRCUMSTANCES IN WHICH SENSITIVE PERSONAL DATA MAY BE
PROCESSED

Interpretation

1. In this Schedule, “elected representative” means—

(a) a Member of the House of Commons, a Member of the National Assembly for Wales, a
Member of the Scottish Parliament or a Member of the Northern Ireland Assembly;

(b) a Member of the European Parliament elected in the United Kingdom;

(c) an elected member of a local authority within the meaning of section 270(1) of the Local
Government Act 1972(a), namely—

(i) in England, a county council, a district council, a London borough council or a parish
council,

(i) in Wales, a county council, a county borough council or a community council;

(d) an elected mayor of a local authority within the meaning of Part II of the Local
Government Act 2000;

(¢) the Mayor of London or an elected member of the London Assembly;
(f) an elected member of—

(i) the Common Council of the City of London,

(ii) the Council of the Isles of Scilly;

(2) an elected member of a council constituted under section 2 of the Local Government etc
(Scotland) Act 1994; or

(h) an elected member of a district council within the meaning of the Local Government Act
(Northern Ireland) 1972.

2. For the purposes of paragraph 1 above—
(a) aperson who is—

(i) aMember of the House of Commons immediately before Parliament is dissolved;

(i) a Member of the Scottish Parliament immediately before that Parliament is dissolved;
‘s Or

(iii) a Member of the Northern Ireland Assembly immediately before that Assembly is
dissolved;

shall be treated as if he were such a member until the end of the fourth day after the day

on which the subsequent general election in relation to that Parliament or Assembly is
held;

(b) a person who is a Member of the National Assembly for Wales and whose term of office
comes to an end, in accordance with section 2(5)(b) of the Government of Wales Act
1998(b), at the end of the day preceding an ordinary election (within the meaning of
section 2(4) of that Act), shall be treated as if he were such a member until the end of the
fourth day after the day on which that ordinary election is held; and

(a) 1972 c. 70.

(b) 1998 c. 38. Section 2(5) provides that “The term of office of an Assembly member- (a) begins when he is declared to be
returned as an Assembly member, and (b) continues until the end of the day before the day of the poll at the next ordinary
election.” By section 2(4), “An ordinary election involves the holding of elections for the return of the entire Assembly.”




(c) a person who is an elected member of the Common Council of the City of London and
whose term of office comes to an end at the end of the day preceding the annual
Wardmotes(a) shall be treated as if he were such a member until the end of the fourth
day after the day on which those Wardmotes are held.

Processing by elected representatives

3. The processing—
(a) is carried out by an elected representative or a person acting with his authority;
(b) is in connection with the discharge of his functions as such a representative;

(c) is carried out pursuant to a request made by the data subject to the elected representative
to take action on behalf of the data subject or any other individual; and

(d) is necessary for the purposes of, or in connection with, the action reasonably taken by the
elected representative pursuant to that request.

4. The processing—
(a) is carried out by an elected representative or a person acting with his authority;
(b) 1is in connection with the discharge of his functions as such a representative;

(c) 1is carried out pursuant to a request made by an individual other than the data subject to
the elected representative to take action on behalf of the data subject or any other
individual;

(d) is necessary for the purposes of, or in connection with, the action reasonably taken by the
elected representative pursuant to that request; and

(e) is carried out without the explicit consent of the data subject because the processing—
() is necessary in a case where explicit consent cannot be given by the data subject,

(ii) is necessary in a case where the elected representative cannot reasonably be expected
to obtain the explicit consent of the data subject,

(i) must necessarily be carried out without the explicit consent of the data subject being
sought so as not to prejudice the action taken by the elected representative, or

(iv) is necessary in the interests of another individual in a case where the explicit consent
of the data subject has been unreasonably withheld.

Processing limited to disclosures to elected representatives

5. The disclosure—
(a) is made to an elected representative or a person acting with his authority;

(b) is made in response to a communication to the data controller from the elected

representative, or a person acting with his authority, acting pursuant to a request made by
the data subject;

(c) is of sensitive personal data which are relevant to the subject matter of that
communication; and

(@) By section 2 of the Act of Common Council made on 14® June 1984, the annual Wardmotes for the election of Common
Councilmen to the Common Council of the City of London are held on the first Friday in December each year, and persons
elected as Common Councilmen cease to hold office at midnight on the Thursday immediately preceding the day of the next
annual Wardmotes. (Copies of the Act of Common Council made on 14® June 1984 can be obtained from the Town Clerk’s
Department, Corporation of London, PO Box 270, Guildhall, London EC2P 2EJ.)




(d) is necessary for the purpose of responding to that communication.

6. The disclosure—
(a) is made to an elected representative or a person acting with his authority;

(b) is made in response to a communication to the data controller from the elected
representative, or a person acting with his authority, acting pursuant to a request made by
an individual other than the data subject;

(c) is of sensitive personal data which are relevant to the subject matter of that
communication;

(d) is necessary for the purpose of responding to that communication; and
(e) is carried out without the explicit consent of the data subject because the disclosure—
(i) isnecessary in a case where explicit consent cannot be given by the data subject,

(ii) is necessary in a case where the data controller cannot reasonably be expected to obtain
the explicit consent of the data subject,

(ili) must necessarily be carried out without the explicit consent of the data subject being
sought so as not to prejudice the action taken by the elected representative, or

(iv) is necessary in the interests of another individual in a case where the explicit consent
of the data subject has been unreasonably withheld.

EXPLANATORY NOTE
(This note is not part of the Order)

The first data protection principle, set out in paragraph 1 of Schedule 1 to the Data Protection Act
1998, prohibits the processing of sensitive personal data unless one of the conditions in Schedule 3
to the Act is met. The condition set out in paragraph 10 of that Schedule is that the personal data
are processed in circumstances specified in an order made by the Lord Chancellor.

The Schedule to this Order specifies a number of such circumstances, which relate to the

processing of sensitive personal data by, and disclosures of sensitive personal data to, elected
representatives.

An “elected representative” is defined for these purposes in paragraph 1 of the Schedule, and
includes Members of the House of Commons, Members of the devolved administrations in Wales,
Scotland and Northern Ireland, Members of the European Parliament, elected members of local
authorities and elected mayors. Paragraph 2 provides that for the purposes of paragraph 1, a
person who is a Member of the House of Commons immediately before Parliament is dissolved is
to be treated as if he were such a member until the end of the fourth day after the general election,
and makes comparable provision in relation to Members of the devolved administrations and
elected members of the Common Council of the City of London.

Paragraphs 3 and 4 of the Schedule cover certain processing carried out by an elected

representative (or a person acting with his authority) in connection with the discharge of his
functions as such.

Paragraph 3 covers processing carried out pursuant to a request made by the data subject to the
elected representative to take action on behalf of the data subject or any other individual. The

processing must be necessary in connection with the action reasonably taken by the elected
representative pursuant to the request.




Paragraph 4 covers processing carried out pursuant to a request made by an individual other than
the data subject to the elected representative to take action on behalf of the data subject or any
other individual. The processing must be necessary in connection with the action reasonably taken
by the elected representative pursuant to the request. Further, one of the specified reasons for
carrying out the processing without the explicit consent of the data subject must apply.

Paragraphs 5 and 6 of the Schedule cover certain disclosures made to an elected representative (or
a person acting with his authority) by another data controller.

Paragraph 5 covers disclosures made in response to a communication to the data controller from
an elected representative (or person acting with his authority) who is acting pursuant to a request
made by the data subject. The sensitive personal data disclosed must be relevant to the subject

matter of the communication and the disclosure must be necessary for the purpose of responding
to the communication.

Paragraph 6 covers disclosures made in response to a communication to the data controller from
an elected representative (or person acting with his authority) who is acting pursuant to a request
made by an individual other than the data subject. The sensitive personal data disclosed must be
relevant to the subject matter of the communication and the disclosure must be necessary for the
purpose of responding to the communication. Further, one of the specified reasons for carrying
out the processing without the explicit consent of the data subject must apply.

This Order contributes to the implementation of Directive 95/46/EC on the protection of
individuals with regard to the processing of personal data and on the free movement of such data.

A Regulatory Impact Assessment was prepared for the Data Protection Bill as it then was and the
statutory instruments to be made under it, and was placed in the libraries of both Houses of
Parliament. =~ The Regulatory Impact Assessment is now available on the internet at
www.lcd.gov.uk. Alternatively, copies can be obtained by post from the Lord Chancellor’s
Department, FIDP Division, Selborne House, 54-60 Victoria Street, London SW1E 6QW.

This Order will have a negligible effect on business, charities and the voluntary sector, therefore a
Regulatory Impact Assessment has not been prepared for this Order specifically.




EXPLANATORY MEMORANDUM

Draft Data Protection (Processing of Sensitive Personal Data) (Elected
Representatives) Order 2002

Powers under which the Order is to be made

1. The Order is to be made under section 67(2) of, and paragraph 10 of Schedule 3
to, the Data Protection Act 1998 (as amended by paragraph 6 of Schedule 2 to the
Transfer of Functions (Miscellaneous) Order 2001 (SI 2001 No. 3500)). Paragraph 10
of Schedule 3 allows the Lord Chancellor to specify in an order circumstances in
which sensitive personal data may be processed. Section 67(2) provides that such an
order may make provision for different cases. By section 67(4), such an order is
subject to affirmative resolution procedure.

Legal and Policy Background

2. The Data Protection Act 1998 gives effect to the 1995 EC Data Protection
Directive (95/46/EC). The Act regulates the circumstances in which personal data
may be processed. “Personal data” comprise information about individuals that is
processed by automatic means or held in a structured manual filing system.
"Processing" includes doing anything at all with personal data, including collecting,

disclosing and merely holding them. The individuals whose data are processed are
known as “data subjects”.

3. At the core of the regulatory regime is a set of eight enforceable good practice
requirements known as the data protection principles. Persons processing personal
data (who are known as data controllers) are required to do so in accordance with the
data protection principles. In summary, the principles require personal data to be:

processed fairly and lawfully;

processed for limited purposes;

adequate, relevant and not excessive;

accurate;

not kept longer than necessary;

processed in accordance with individuals’ rights;
kept secure;

not transferred to non-EEA countries without adequate protection.
. The first principle is of particular relevance to this draft Order. It says:

“ 1. Personal data shall be processed fairly and lawfully and, in particular,
shall not be processed unless-
(a) at least one of the conditions in Schedule 2 is met, and

(b) in the case of sensitive personal data, at least one of the conditions in
Schedule 3 is also met.”

The requirement on elected representatives to meet one of the conditions in Schedule
2 does not normally pose a problem. The draft Order is concerned with paragraph (b),




the need to meet one of the conditions in Schedule 3. This is where the Act has been
posing problems for elected representatives and their constituents.

5. Sensitive personal data cover information about data subjects’ racial or ethnic
origin, political opinions, religious beliefs, trade union membership, health, sexual
life, and criminal record. Schedule 3 sets out nine substantive conditions relating to
the processing of such data. As noted above, Schedule 3 also provides for the Lord
Chancellor to specify in an order further circumstances in which sensitive personal
data may be processed. One such order has already been made: the Data Protection
(Processing of Sensitive Personal Data) Order 2000 (SI 2000 No. 417). (In this paper
the conditions in Schedule 3 itself and those in the 2000 Order are together referred to
as the “Schedule 3 conditions”.)

6. Individuals often wish their elected representatives to take action on their behalf,
Sometimes this may require the elected representatives to process sensitive personal
data. Having regard to the wide definition of “processing”, the mere storage of
sensitive personal data by an elected representative (who might receive them, for
example, in an e-mail) means that the elected representative has to be able to satisfy a
Schedule 3 condition. The elected representative may also need to be able to disclose
those data to other organisations in order to take forward action on the constituents’
behalf; and organisations which are approached by elected representatives may need
to be able to disclose sensitive personal data to them. In some cases, sensitive
personal data of third parties may be involved (for example, if a constituent contacts
an elected representative on behalf of a seriously ill relative).

7. One of the Schedule 3 conditions is that the data subject has given his explicit
consent to the processing of the personal data. In most cases, none of the other
conditions are likely to be relevant to cases involving elected representatives.
Accordingly, if a constituent sends an elected representative sensitive personal data in
the context of a request for action and the constituent has not made clear that the data
may be disclosed, if a disclosure is necessary the elected representative must seek the
constituent’s explicit consent. Similarly, an organisation responding to a request from
an elected representative acting on behalf of a constituent will require the explicit
consent of the data subject before being able to disclose sensitive personal data.

8. While a requirement to seek explicit consent is a significant safeguard for data
subjects, it can also act as a serious impediment to the efficient discharge of elected
representatives’ business, be confusing to those making the original request who feel
that consent was implicit in making the request in the first place, and may even be
detrimental to the data subjects’ interests. This draft Order provides additional
Schedule 3 conditions for the processing of sensitive personal data in cases involving
elected representatives. In circumstances in which the conditions apply, it will no
longer be necessary to seek the data subjects’ explicit consent.

9. The draft Order has been prepared having regard to the relevant requirements of
the Data Protection Directive. Article 8.4 of the Directive permits Member States to
provide additional conditions for the processing of sensitive personal data for reasons
of substantial public interest, and subject to the provision of suitable safeguards. In
the Government’s view it is in the substantial public interest to permit the efficient
and effective discharge of the functions of elected representatives.




10. The draft Order contains a number of safeguards. These include restrictions on the
circumstances in which particular data may be processed.

In the case of processing by elected representatives, there must be a request to
the elected representative from an individual; and the processing must be
necessary for the action reasonably taken by the elected representative.

In the case of disclosures to elected representatives by other data controllers
there must, again, have been a request to the elected representative from an
individual; the data disclosed must be relevant to the elected representative’s
enquiry; and the disclosure must be necessary for the response to that enquiry.

11. The above safeguards also apply where the processing or disclosure includes
sensitive personal data of third parties. Moreover, in such cases there is an important
additional safeguard. The processing or disclosure may not take place without the
explicit consent of the third party unless one of four conditions is met. The
conditions are that the processing or disclosure is necessary:

where the data subject cannot give consent; or

where the elected representative cannot reasonably be expected to obtain
consent; or

because seeking consent would prejudice the action taken by the elected
representative; or

in the interest of another individual and the data subject has unreasonably
refused consent.

12. The purpose of the draft Order is to create additional Schedule 3 conditions for the
processing by elected representatives or disclosure to elected representatives of
sensitive personal data. It does not affect in any other way the requirement on elected
representatives, or other data controllers dealing with elected representatives, to
comply with the Data Protection Act 1998, including the remaining provisions of the
data protection principles. For example, where an elected representative acting at
the request of a constituent has received from another data controller sensitive
personal data about a third party, in deciding whether he may disclose those data to
the constituent he will be bound by the requirements of the data protection principles..

13. Similarly, the draft Order does not override any other legal obligations, whether
statutory or common law, which prohibit or place restrictions on the processing of
personal data. For example, the common law of confidence restricts the
circumstances in which information (including personal data) which is held in
confidence may be disclosed. Such information may be disclosed only with the
express consent of the individual concerned, or if there is an overriding public interest
in the disclosure. These requirements are unaffected by the draft Order.

14. The draft Order is permissive. It allows elected representatives and other data
controllers to process sensitive personal data without the data subjects’ explicit
consent, but it does not require them to do so. Should they prefer to seek explicit
consent, they may do so.

15. The substantive provisions are set out in the Schedule to the draft Order.




(1) Paragraph 1 defines “elected representatives”. The definition covers Members
of the House of Commons, the National Assembly for Wales, the Scottish
Parliament and the Northern Ireland Assembly, Members of the European
Parliament elected in the United Kingdom, and elected members in all tiers of
local government.

(2) Paragraph 2 provides for persons in the categories of elected representative
mentioned in the paragraph to continue to be treated as elected representatives for
these purposes during election periods. Comparable provision is not needed for
the other categories of elected representative mentioned in paragraph 1 since such
persons only cease to be elected representatives at the end of a specified period
after the election.

(3) Paragraph 3 allows elected representatives, or those acting with their authority,
to process sensitive personal data in connection with their representative
functions. The safeguards include requirements for the processing to be carried
out pursuant to a request from the data subject to take action on behalf of him or
another individual, and for the processing to be necessary in connection with the
action reasonably taken by the elected representative pursuant to that request.

(4) Paragraph 4 deals with cases where the sensitive personal data supplied to the
elected representative do not relate to the individual raising the matter. Such
circumstances might arise, for example, when a constituent asks an elected
representative to act on behalf of someone who cannot act for themselves, or
when a constituent complains about a third party. In addition to safeguards
similar to those provided for by paragraph 3, paragraph 4 provides an additional
safeguard for the individuals whose sensitive personal data are involved. It
allows the processing of their sensitive personal data without their explicit
consent only if one of four conditions is met. The conditions are described in
paragraph 11 above.

(5) Paragraph 5 deals with situations in which elected representatives have raised
matters with other data controllers on behalf of their constituents. It permits the
other data controllers to disclose the constituents’ sensitive personal data to the
elected representatives or those acting with their authority. The disclosure must
be made in response to a communication from the elected representative, who
must be acting at the request of the data subject. Additional safeguards are that
the sensitive personal data disclosed must be relevant to the subject matter of the
communication, and that the disclosure must be necessary to respond to the
communication.

(6) Paragraph 6 is a parallel provision to paragraph 5, but deals with disclosures to
elected representatives of the sensitive personal data of individuals other than
those at whose request the elected representatives are acting. The provision
made is broadly similar to that made by paragraph 5. Like paragraph 4, it
contains an additional safeguard for third parties. Their sensitive personal data
may be disclosed to elected representatives without their explicit consent only if
one of four conditions is met. The conditions are described in paragraph 11
above.




Consultation

16. The Information Commissioner has been consulted about the draft Order, as
required by section 67(3) of the Act, and is content.

Regulatory Impact and Financial Effects

17. A Regulatory Impact Assessment was prepared for the Data Protection Bill as it
then was and the statutory instruments to be made under it, and was placed in the
libraries of both Houses of Parliament. The Regulatory Impact Assessment is now
available on the internet at www.lcd.gov.uk. Alternatively, copies can be obtained by
post from the Lord Chancellor’s Department, FIDP Division, Selborne House, 54-60
Victoria Street, London SW1E 6QW.

18. The draft Order will have a negligible effect on business, charities and the
voluntary sector. Therefore a Regulatory Impact Assessment has not been prepared
for it specifically.

19. The draft Order will not result in identifiable costs to the public or the Exchequer.

Extent

20. Data protection is a reserved matter under both the Scotland Act 1998 and the
Northern Ireland Act 1998. The draft Order applies to elected representatives
throughout the UK, at all tiers of government.

ECHR Compatibility

21. In the view of the Lord Chancellor, the provisions of the draft Order are
compatible with the Convention rights as defined in section 1(1) of the Human Rights
Act 1998.




ANNEX A
Safeguards which must be met before disclosure takes place
e Disclosure should be in the public interest (Lewis Moonie).

Michael Wills’ letter of 14 May to Derry Irvine seeking CRP(FOI)’s agreement to the
Order explained that the Order must comply with the requirements of the 1995 EC
Data Protection Directive. Among other things, the Directive requires the provision
made by the Order to be in the substantial public interest. The Order will facilitate
the efficient and effective conduct of the business of MPs and other elected
representatives including enabling them to swiftly pursue the interests and concerns
raised with them by individual constituents. That is clearly in the public interest.

* Only relevant and necessary information shall be disclosed (Lewis Moonie) (see
also Bob Ainsworth, below).

Paragraphs 3 and 4 of the Order, which deal with processing by elected
representatives, require all processing (and not just disclosures) to be necessary to
discharge the constituent’s request, and for the action taken by the elected
representative to be reasonable. Paragraphs 5 and 6, which deal with disclosures to
elected representatives by other data controllers, expressly require the data disclosed
to be relevant to the subject matter of the elected representative’s communication.
They also contain a necessity test similar to that in paragraphs 3 and 4. Moreover, the
Order does not diminish in any way the duty of the elected representatives or other
data controllers to comply with the data protection principles in Part 1 of Schedule 1
to the Data Protection Act 1998. The third principle says: “Personal data shall be

adequate, relevant and not excessive in relation to the purpose or purposes for which
they are processed.”

e Disclosure under the Order does not affect the duty to abide by the remainder of
the Data Protection Act 1998, in particular with regard to the eight data protection
principle and to subject access rights (Lewis Moonie).

The Order merely provides a “gateway” permitting sensitive personal data to be
processed in the circumstances set out in the Order. Elected representatives and other
data controllers are still required to comply in full with the 1998 Act, including, as
noted in the previous point, the data protection principles. Similarly, the Order does
not diminish in any way individuals’ right of subject access under the 1998 Act.

* The sensitive personal data of individuals other than the constituent instigating the
case must not be disclosed to third party organisations (or by third party

organisations to elected representatives) without their [explicit] consent (Alistair
Darling).

Alistair’s letter refers to sensitive personal data of individuals other than the
constituent being “inadvertently” disclosed to third party organisations etc. I think
that this distinction is important. It would frustrate an important purpose of the Order
if third parties had always to give their explicit consent to the disclosure of their
sensitive personal data. That is why there are a series of safeguards. Paragraphs 4




and 6 of the Order deal respectively with the processing of third party sensitive data
by elected representatives, and the disclosure of third party sensitive data to elected
representatives by other organisations. In addition to the other safeguards for which
they provide, those paragraphs deal with the issue of explicit consent. The processing
(paragraph 4) or disclosure (paragraph 6) may only take place without the explicit
consent of the individual concerned in one of the circumstances set out in sub-
paragraph (e). Further, as already noted, the processing or disclosure, as the case
may be, may take place only in full compliance with the data protection principles.
So, for example, if the processing or disclosure was not fair, it would be in breach of
the first principle; and if the processing or disclosure was incompatible with the
purpose for which the data had been obtained, it would be in breach of the second
principle.

e Bodies holding the data should ensure they identify and establish the status of the
public representative in advance [of disclosure] (Bob Ainsworth).

A data controller who disclosed sensitive personal data to somebody other than an
elected representative (or somebody acting with the elected representative’s authority)
in purported reliance on the Order would not be acting in compliance with the Order,
and would therefore be processing personal data unlawfully. The need for data
controllers to be certain of the identity of the person to whom the data are to be
disclosed is a matter that might usefully be covered in guidance.

e The [implied] permission to release the data should be limited to the subject of the
data or their families (Bob Ainsworth).

This is covered by the comments on the fourth bullet point, above.

e The permission should be limited to the sensitive data necessary to inform the
enquiry being pursued (Bob Ainsworth).

This is covered by the comments on the second bullet point, above.

e Limits to the further disclosure of the sensitive data should be clarified (Bob
Ainsworth).

As already noted, the Order does not limit the need for elected representatives and
third party organisations to comply in full with the 1998 Act. Any further disclosures
of sensitive personal data will only be lawful if they are carried out in compliance
with the data protection principles, including the requirement to meet one of the
conditions permitting the processing of sensitive personal data.

e The sensitive data should continue to be protected once it is in the hands of the
public representative (Bob Ainsworth).

The preceding comment also applies to any other processing of the sensitive data by
elected representatives. In particular, unless they seek the explicit consent of the data
subjects, they are unlikely to have any grounds for holding and otherwise processing
sensitive personal other than those provided by this Order.
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ECDATA PROTECTION DIRECTIVE: EUROPEAN COMMISSION
QUESTIONNAIRE

This letter seeks the agreement of EP Committee to proposals for amending the EC Data
Protection Directive (95/46/EC) being submitted by the United Kingdom to the European
Commission in connection with the Commission’s report on the implementation of the
Directive. I should welcome responses by 31 July.

Background

2. The Data Protection Directive requires the European Commission to prepare a report on the
Directive’s implementation. The Commission failed to meet the deadline of October 2001, but
they now hope to produce their report by the end of this year. The report will be informed by a
survey of Member States’ laws transposing the Directive being carried out by an independent
consultant; the responses to questionnaires addressed to a variety of recipients, including
Member States’ governments; and a conference to be held in the autumn.

3. The questionnaire addressed to the Government was received in May. It asked for responses
by 5 June. With the exception of the last question, it seeks information of a factual nature about
the UK legislation transposing the Directive, the Data Protection Act 1998. A response from
the UK providing that information was sent on 14 June. ] attach a copy. The response makes
clear that the UK will be responding separately later to the final question. This question

provides the opportunity for Member States to say how they would like to see the Directive
improved.
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Substance

4, Tt is widely recognised that the Directive needs to be improved. It is based on the 1981
Council of Europe Data Protection'Convention which was drawn up to cope with comparatively
unsophisticated technology. Technology has moved on apace since it was adopted, and there is
an urgent need to modemise its provisions. The Directive also has inherent defects. In a
number of respects it is excessively prescriptive and creates unnecessarily heavy burdens for
data controllers. Further, certain of its provisions are unclear, which leads to confusion and
uneven implementation across the Member States. The Information Commissioner has
criticised certain provisions of the Directive as being disproportionately burdensome and
unnecessarily regulatory. She thinks that this can work against good data protection. A number
of colleagues have also expressed concern about the effect of data protection legislation upon the
work of their own Departments. Given these concerns, I believe that we should seize this
opportunity to press for improvements to be made to the Directive.

5. T attach a draft response to the final question in the Commission’s questionnaire. There are
three main components. First, the response encourages the Commission to consider carefully a
Swedish proposal for a radical new approach to data protection (paragraph 4). It also endorses a
paper proposing amendments to the Directive, which has been drawn up by LCD officials and
their opposite numbers in “like-minded” Member States (paragraph 5). Finally, it makes some
additional proposals in the UK’s own name.

The Swedish proposal

6. Sweden have already submitted to the Commission a proposal for what they describe as a
“misuse” model of data protection. I attach a copy. The proposal would apply to the processing
of personal data which poses little threat to individuals, for example word-processing. Under the
present arrangements, the data protection rules apply in full to such processing. Sweden argue
that this is unnecessarily burdensome. They propose that there should be a much simpler test:
that the processing could take place provided that it did not harm the individuals concerned.
This is an imaginative approach, which could help reduce the regulatory effect of data
protection, without weakening the protection for individuals. It raises a number of difficult
issues which would need to be resolved before it could be put into practice, not least finding a
way of defining the processing to which the model would apply. But given the gains to be made
if solutions to the practical problems can be found, I believe that we should encourage the
Commission to consider it. .

The joint paper

7. In view of the Commission’s obligation to produce a report on the Directive, officials from
LCD have had informal discussions with Government representatives from a number of other
Member States to see whether there are any shared problems with the Directive to which
solutions can be jointly proposed. As well as the UK, Austria, Denmark, Finland, Germany, the
Netherlands and Sweden took an active part in the discussions, and Ireland received papers. The
outcome is encouraging. 1 attach a paper which officials from the Member States concerned
have produced. It sets out a number of proposals for amending the Directive on which officials
from the other Member States are also seeking their Ministers” views. A summary of the
proposals is at Annex A. They are all in the main stream of what we would wish to achieve:
greater simplicity, clarity and flexibility, having a deregulatory effect, with no effective
reduction in the protection for individuals.
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8. Ishould draw colleagues’ attention in particular to the proposal to simplify the requirement
for data controllers to notify the data protection supervisory authority of the processing that they
do. The business community have long criticised notification (which. was formerly known as
registration under the Data Protection Act 1984) as a burdensome and costly imposition. Its
simplification in line with the proposal in the joint paper would be an important deregulatory
step and should gain wide support.

9. If colleagues agree the substance of the paper, I propose that it should be submitted to the

Commission as an integral part of the UK’s response.

UK gragosals

10. The main part of the draft response comprises a number of additional proposals to be made
in the UK’s own name. They take account of the responses made to the autumn 2000
consultation carried out as part of the Government’s post-implementation review of the Data
Protection Act 1998; and the Government’s own experience in operating the legislation. A
summary is at Annex B.

11. Colleagues’ main concern has been with the arrangements for subject access. The paper
suggests that the Commission should review the Directive’s subject access provisions to ensure
that they strike the right balance between the interests of data subjects and those of data
controllers. This complements the more modest proposal in the Member States’ joint paper.
We shall be carrying out a separate review of the domestic arrangements for subject access, but
the results will not be available in time to inform the present exercise.

Conclusion

12.1 believe that the proposed response comprises a measured and defensible set of proposals
which, if accepted, will greatly improve the Directive. They will ease the burdens currently
imposed on data controllers without significantly diminishing the protection afforded to
individuals. Indeed, as the Information Commissioner has said, by simplifying the Directive’s
regulatory effect, the delivery of data protection may well be improved.

13. In view of the Commission’s deadline of 5 June for responding to the questionnaire, we need
to send this response as soon as possible. The timetable to which the Commission are working
suggests that we must submit our response by early Septernber at the very latest if we wish our
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