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1. CONTEST COMMUNICATIONS STRATEGY

The Committee had before it ‘Counter Terrorism and Resilience Communications
trategy’ (TIDO(C)(05)(05), a paper by the Cabinet Office. Introducing the paper,
= CHAIRMAN highlighted key changes to the Strategy. The revised version offered
@ ter balance between counter-terrorist and resilience work, linking CONTEST to
&eSider civil protection agenda. It split out a seventh audience group, opinion
reflecting the difficulty of constructing effective messages which met the
eds of practitioners and the less technical needs of parliamentarians and
provided a clearer top line message, with applicability to all
d proposed supporting it with more fulsome detailed briefing. Finally,
it identifi ownership of workstreams, with a central co-ordinating role for
Cabinet Of:

The CHAIRMAN emphasised that the paper was still in draft. Comments would be
very welcome from all members of the Committee. '

In discussion, the followin in points were made:

a) the changes to the re very welcome, particularly the improved
- balance between cou @rism and resilience work;

b) strong central messages we rtant and necessary, but in practice a
difficult balance had to be st ween the core script and individual

departmental messages;

input from Departments’ Communicat} irectorates

although more coherent in policy @ge paper needed further high level

the integration of the domestic and interna{ erspectives was welcome,
but needed to be developed further to ensu essages and
communications mechanisms worked well bothi within and outside the UK

the work plans and the covering paper should also include reference to public
expenditure implications; and

the Strategy now needed to be translated into tangible wor, rammes based
around the work plans produced by individual departments, ose work

plans shared around all departments and checked for consist he centre.
Summing up, the CHAIRMAN thanked departments for their contributi said
that the paper would be revised accordingly. He said that the next step wou

f
departments to produce work plans for incorporation into the final paper, whic
should go to Ministers as soon as practical.

The Commuittee — /@%

Agreed.
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2. IMPROVING COMMUNICATIONS WITH BUSINESS

The Committee had before it ‘Improving communication with business — a

%)gramme for change’ (TIDO(C)(05)(04), a paper by the Cabinet Office.
I

gss representatives in the autumn, the Home Office had led a group of interested

@duoing the paper, the CABINET OFFICE said that following meetings with

ents and business organisations to develop a programme for improving
comdrfiunication with business on civil protection issues.

The pa ut three workstreams, delivering over the next year and linking closely
into the tane dates established by Civil Contingencies Act implementation. The
ation of existing provision of counter terrorism and resilience
advise, whic d not be disrupted by any wider revision of communication with
business. The second was a consolidation of advice to business. This would happen
in two stages. Over the next four to five months, work would be done to streamline
sources of advice, including revision of the ukresilience and preparingforemergencies
websites to establish a single gateway for business on civil protection issues. Over the
next nine months, departm would work to consolidate the advice itself, revising
material to reduce duplic bring more coherence. The third workstream was a
review of policy engageme usiness, with refinement of structures to bring
businesses representatives in icy making process over the next six months.

The HOME OFFICE said that they y endorsed the approach, and emphasised
the close engagement they had foster business representatives through the

working group.

In discussion, the following main points v@%
g) the proposals were a welcome step forwa provided a strong platform
from which a real difference could be ma ey area;
h) the good work done with business in London'was an exemplar, and its lessons

should be drawn up to the central government level as well as providing a
model for other regions;

there would always be issues around the sharing of sensitive information with
business, but there should be a willingness to share more 1 r to foster
better understanding and trust; and
international business interests and processes for engaging busings
protection issues overseas should be recognised in the paper.

Summing up, the CHAIRMAN said that the proposals represented significarit

progress. Subject to any additional comments by departments, the proposals s
go forward to Ministers for discussion and approval.

The Committee —
Agreed.
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3. COMMUNICATING THE THREAT FROM INTERNATIONAL
@ TERRORISM

@ he CHAIRMAN referred the Committee to the recent round of correspondence
aBaut the presentation of the threat from international terrorism. He offered
ments the opportunity to update their positions and share their views.

IGN OFFICE said that they had originally raised the issue because they
ed about the coverage of recent terrorism cases, and the extent to which
was accurate and constructive. They suggested that more might be
to shape the agenda and the debate. There had to be a clear central
direction.

The HOME OFFICE said that it was important to set the right tone, and to deliver
consistent messages from all those organisations involved. This included making sure
that international partners also used the same messages.

The ASSOCIATION OF CHIEF POLICE OFFICERS said that they had procedures
in place for handling me st at the end of terrorism trials, but that active
approaches in advance wer t because the details remained sub judice.

Summing up, the CHAIRMAN t it was important to handle short term issues
effectively, and also to build relatio and share information in quieter periods to

shape underpinning understanding anctations. These twin workstreams should
cey;

be built into the Communications Stra 22

The Committee — @2
Agreed. @

4. OTHER BUSINESS

The FOREIGN OFFICE asked what progress had been made on considering the case
for some form of summary publication which set out the high level detail of
CONTEST and related work. They noted the usefulness of such a document for both
domestic and international audiences.

The HOME OFFICE asked whether the Security and Intelligence Co¢endinator planed
to continue with briefings for representatives of key stakeholder groups

The CHAIRMAN proposed that he should discuss these issues with the SCCL /
Intelligence Co-ordinator, and then revert to the Committee.

The Committee —

Agreed.

Cabinet Office
17 June 2005
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Mr J Grubb Mr N Court
Department for Transport ; artment for Transport
Ms K Murrell - Mr W Nye

Department of Health - Home Office

Ms H Bayne Ms J Simpson
Home Office Home Office

% Ms-MAL
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@) 1. CONTEST COMMUNICATIONS PLAN - “WORLD TO WARD” AND

NEXT STEPS

(C)(05)(07), a paper by the Chair to the Committee. Introducing the
e CHAIRMAN noted by way of context that he had recently met with

% The Committee had before it ‘CONTEST and Communication’

Ha rs Minister of State for Crime Security and Communities, Home
Office, endorsed the Counter Terrorism and Engagement
Commu% Strategy that brings together the ‘Prevent’ element of
CONTEST work to engage Muslim communities. The Minister was keen
for the delivery of the action inherent in the “World to Ward” strategy; the
delivery of a full CONTEST communications strategy, whereby the other three
strands are subjected to vel of analysis similar to that of ‘Prevent’; and as
part of the ‘Prepare’ str. ping of further work on “Go in, Stay in, Tune
in”. The CHAIRMAN drew mmittee’s attention to the matrix setting out
delivery of the “World to %programme and the requirement that
Departments be prepared to pr named responsible owners in each

section; and to the proposed com tions work to support the other ‘P’

mission areas. S/\

2. The CABINET OFFICE emphasis clear ownership of the
objectives of the “World to Ward” strategy be key to delivery. The
Committee’s attention was drawn to the proposed lead responsibilities
contained in the delivery plan and asked to submit names for each of the
work-strands relevant to their department. Additional comments on the

objectives of the “World to Ward” as well as the core s ould also be

welcome. @

In discussion, the following main points were made: %

a) the Prime Minister's Delivery Unit had emphasised the need forE@
c

named responsible owners for each objective to ensure

ownership and accountable delivery. The Cabinet Office would hel%@
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clarify accountabilities once named owners for specific work-strands

were submitted;

b) the objectives of the strategy were welcomed, although there was a
need to ensure consistency with the over-arching objectives of the

@revent’ element of CONTEST as these emerged to ensure
c

rence,

c) it be important for the clear responsibilities for the strategy
obje s to be underpinned by clear funding and Ministerial

ownership;

the Cabinet had wefsomed presentations from the Security Service and
Met Police on a of CONTEST, and had requested a further

presentation from t Intelligence Service on the global threat of

terrorism. It was thereforg\clear that the work on communicating

CONTEST was a high pr o

the “World to Ward” core scrip@ elcomed. It was noted that as a
dynamic document ongoing Wwor d be needed to ensure its
relevance and credibility. Similarly, K es should be developed to

more fully cover overseas elements;

objectives two and five of the “World to Ward” strategy should be
merged with William Nye, Home Office, as the named lead. This was
welcomed and it was emphasised that views on reamlining of

objectives were welcome; and @

it was noted that research, such as that which underpinne% de
the “World to Ward” strategy, was due to be discussed at a meg
TIDO(SD) on 28 November.

‘@ The CHAIRMAN requested views from the Committee members on th

proposed communications work to support the other ‘P’ mission areas.
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/x 8. The CABINET OFFICE said that the iséue of the communication of

threat levels and alert states is being addressed under TIDO(SD)(PROTECT).

@ N he working group taking forward the review had agreed to invite John Toker

e a member of that group to ensure that communications issues can be

ssed and to progress a communications campaign that will incorporate

~ thrgat [gvels and alert states as part of a wider communication strategy for the
‘Prote nd of CONTEST.

9. ThE OFFICE and FOREIGN OFFICE said that work was

ongoing on communicating the ‘Pursue’ strand of CONTEST and the
feasibility and wisdom of developing a more proactive and overt

communications strategy. There may be a case for communicating successes
as part of an over lic reassurance plan. The valuable ‘Pursue’
communications work d r to the July London bombings should not be

forgotten. 2

10. The CABINET OFFICE sa@vork was ongoing under the ‘Prepare’
strand to build on the success of th @aring for Emergencies” booklet by
[

%rand and developing a more

permanent campaign to embed it and (‘\ ey messages in the public

sharpening the “Go in Stay in Tun

consciousness. A working group was bei up to scope next steps,
messages and budgets. Volunteers to join this group would be welcomed from

the Committee.
11.  In discussion, the following points were made: 6@

h) there was a need to prioritise the different %of the
c

communications work to ensure all the different wo %j be
delivered. A steer from Ministers would be welcomed. Howe @ze
r

Blears had made clear that she was prioritising the ‘Prepa

|
‘Protect’ strands of work; @
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i) the Home Office would need to be closely involved from a policy as

well as communications perspective on work to scope additional
communication work on the ‘Prepare’ strand. Helen Bayne confirmed

she was happy to be involved.

e ‘Prepare’ strand of CONTEST also involves communicating non-
orism threats and hazards. This work was clearly different in nature,
focus on co-ordinating existing material, strengthening the
\Preparing for Emergencies” brand, and communications with

. It would need to progress at a different speed to counter-

terrorism communications; and
k) it was suggestec t outside professional advice could add value to
the work on co ting CONTEST, perhaps once initial delivery
e\

plans were in plac @
10.  Summing up, the CHAl@hanked Committee members for their

contributions, and noted: /@
i.) that lead responsibilities, with policy and communications
officials, should be sent by Commi bers to the Cabinet Office

by 30 November,

that additional comments on the “World to Ward" objectives and core

script should also be sent by 30 November; and

that nominations from the Committee to participaté&

group for taking forward the Preparing for Emergencie

be sent to the Cabinet Office by 2 December.
11.  The CHAIRMAN also noted that committee members should be @
to report on progress of delivery of “World to Ward” objectives which ‘they %

©

departmental colleagues are responsible for at the next TIDO(C) meeting.
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The Commvittee -

O

Agreed.

The Committee —

Took note.

29 November 2005
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The attached letter from the Minister of (Foreign and Commonwealth Office is circulated for
the information of the Sub-Committee.
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Foreign &
Commonwealth

Office

08 February 2005

Ad Hoc Ministerial Group on Communications
London SWI1A 2AH

Dear Colleagues From The Minister of State

I am sorry that I cannot join you tomorrow for the Ad Hoc Ministerial Group on
Communications. The Foreign Secretary has asked me, at short notice, to represent
him at a NATO Ministerial. Edward Oakden, the FCO’s CT envoy, will represent me.
However, I thought it might be useful if I sent you some thoughts ahead of the
meeting.

I agree that, as set out in AHGC(05)02, CT policy is likely to continue to be
dominated in the coming months by the liberty vs. security debate. I have already seen
during my recent trips, that this debate has resonance overseas as well as at home. I
hope we will be able to incorporate this overseas angle into our communications
strategy, including the proposed pamphlet.

AGHC(05)02 also asks if we should address any specific overseas issues in our
communications strategy. I enclose a framework for an overseas CT Communications
Strategy. This was approved by TIDO(O) last July. It sets out in single terms under
the four ‘P’s the aim of the strategy, key audiences, key messages, key means and
current activity. FCO officials have been working with Home Office and other
colleagues to mesh this developing strategy with the evolving domestic strategy. The
establishment of TIDO (Comms) should help this process. Ihope the Ad Hoc Group
will encourage officials to continue developing a comprehensive communications
strategy.

I should mention the plan to establish a bilateral UK/US Working Group on
International CT Strategy. We hope this will look at international communications
strategy, including the development of a “single narrative” to counter the AQ “single
narrative” (a beguilingly simple, direct message, easily communicated and easily
absorbed) as discussed at the US/UK Joint Contact Group in December.

I agree with paragraph 2 of AHGC(05)03 on the nature of the publication of Contest.
On timing, however, I do not think we could be ready to combine publishing the
Contest strategy with the liberty vs. security pamphlet. But nor would I like us to
hold up publication of the Contest strategy until the debate has concluded. We should
continue work to prepare the Contest publication and agree the publication date once
that work is complete.

&\6 5 mmy .

Liz Symons
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Signed: C Plumridge
L Sherwin
A Cruttwell

Cabinet Office
15 February 2005
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ANALYSIS: DECEMBER TO FEBRUARY

|Asian Tsunami

The tsunami on 26 December is thought to have killed over 280,000 people. Currently, 56
British nationals are known to have died so far and a further 170 or so are missing and
thought highly likely to have been caught up in the event (though these numbers are
changing all the time). The UK has played a leading role in the international response to
the disaster. UK emergency response arrangements were activated including a national
casualty bureau run by the Metropolitan Police, the London mass fatalities plan to handle
returning bodies, as well as other arrangements to provide support to survivors and their
relatives as well as wider community support for some minority groups. Specific
arrangements have been put in place to enable the issue of death certificates by the FCO,
at the request of the families, where there is no body, but reasonable evidence that the
person was killed by the tsunami. And there remains the possibility that new legislation
might be needed to enable the police to access bank and phone records to help establish
the last movements of missing people and any signs of life since the tsunami struck.

Flooding

In the first weekend of January, heavy and persistent rain led to flooding in parts of north
Wales, north east and north west England. Carlisle was the worst affected area with one
month's worth of rain falling in 36 hours leading to serious flooding of around 3000
properties in the city centre and the evacuation of some 500 people. Impacts were most
severe in the north west including loss of power to homes, businesses and sewage works,
and loss of telephone communications, although all were restored within 4 days. In the
north east, Hexham's water supply was lost due to loss of a water main which took nearly
two weeks to restore; interim measures by Northumbrian Water included supplying bottled
water to residents and setting up a temporary water main including a bridge crossing. -
Local authorities worked with other agencies, including Regional Resilience Teams in the
Government Offices in the Region, to ensure a swift return to normality.

North West Scotland was also hit by severe storms in mid-January leading to loss of
power and localised flooding. The response was coordinated locally by the emergency
services and local authorities.

16 December, the Law Lords ruling

On 16 December, the Law Lords allowed the appeal by those detained under the Anti-
Terrorism Crime and Security Act. They declared that section 23 of the ATCSA is
incompatible with articles 5 and 14 of the ECHR in so far as it is disproportionate and
permits the detention of suspected international terrorists in a way that discriminates on
the ground of nationality or immigration status. This issue has remained the focus of

media coverage particularly in the context of the return of the 4 UK citizens held by the US
at Guantanamo Bay.

The Home Secretary Charles Clarke has proposed the introduction of control orders to
replace the powers to detain foreign suspects without trial. This would apply to UK and
foreign nationals. Although originally hailed by Liberty as a welcome change of tack by the
Government the opinion of commentators appears to be divided on whether this will meet
the concerns about contravention of human rights. This has highlighted the debate of
individual liberty versus national security formally begun by David Blunkett through
publication of a consultation document on 25 February 2004 (Counter Terrorism Powers:
Reconciling Security and Liberty in an Open Society).
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TERRORIST THREAT

Terrorist threat remains real and serious. But the threat is not, at the current time, to
specific targets. Public should remain alert not alarmed.

The breadth of terrorism is global. Sixty nations on five continents have been affected
by terrorist attacks in recent years.

Much has been done since September 11 2001 t thwart attacks and to damage
terrorists’ abilities. But no country is immune from attack and it is simply not possible
to guarantee against attacks in the future.

THE GOVERNMENT’S COUNTER-TERRORISM STRATEGY

Prevention — addressing the causes of terrorism

e working to resolve the international disputes which fuel terrorist organisations and
recruitment.

e committed to ensuring that all our citizens feel fully part of a civil society
eq: legislating to make it illegal to incite hatred on religious grounds.

Pursuit — disrupting terrorist organisations
 understanding better the capabilities and intentions of terrorist organisations

e . disrupting terrorists’ ability t6 opéra&é at hbméand oyerseas eg:targeting terrorist
funds - around US$500,000 of-terforist\assets remain frozen in the UK
e unprecedented levels of international law enforcement and. intelligence co-operation

Protection — having security measures in place

e protecting areas at particular risk eg focus efforts with key sectors to protect the
critical national infrastructure.
working closely with other government departments, agencies and key stakeholders
that all have a part to play in reducing vulnerability to terrorist threats.
Working within the international partners international counter-terrorism operations
have made it more difficult for AQ to avoid capture and created an international
environment hostile to terrorists.

Preparednessv — exercising contingency plans
e ensuring we are prepared to deal with all emergencies including those that could be
caused by terrorist attacks with the Civil Contingencies Act statutory and regulatory
framework for civil protection in the United Kingdom
practicing for a range of scenarios through regular counter-terrorism exercises
developing the range of generic capabilities that can deal with disruptive challenges
to the UK.

UK Role in International Co-operation

The UK plays a crucial role in building and maintaining a broad international consensus

to combat international terrorism egs:

e Provided CT assistance to more than 25 states since 9/11 from the CT strand of the
Global Opportunities Fund

e Working through multilateral bodies to achieve our counter-terrorism objectives
including the G8, UN, NATO and EU.
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Counter-Terrorism and Resilience Public Information and Media
Monthly Report — January 2005

This is the sixth monthly report for DOP(IT) T and R Ministers incorporating the latest
public lines and highlighting opportunities to get across key messages. The layout has
been reorganised to highlight key messages.

The Ad Hoc Ministerial Comms group, chaired by Hazel Blears will meet on 9 February.
This report will help inform the work of that group.

The next report will be at the beginning of March 2005. Any comments or additions would
be welcome.

CURRENT ISSUES

Pandemic flu: The UK keeps a close watch on the emerging threat posed by the
H5N1 strain of bird flu, currently widespread in Asia, which is lethal to people but
cannot at present pass readily between them. The Department of Health is revising its
pandemic flu plan which will be issued in due course.

16 December, the Law Lords ruling: [allowing the appeal by those detained under
the Anti-Terrorism Crime and Security Acf]: need to study this judgement carefully. It
will ultimately be for Parliament to decide whether and how we should amend the law.
Home Secretary outlined proposals in Parliament on 26 January to replace current
detention powers with control orders for use in exceptional circumstances against
suspected terrorist regardless of nationality. Home Secretary will introduce legislation
shortly.

Islam and terrorism: Muslim leaders have repeatedly condemned all forms of
terrorism. Ministers are in regular contact with Muslim organisations, including the
Muslim Council for Britain.

Intercept as Evidence: The Written Statement on 26 January 2005 made it clear the
Government had looked at the evidence of a specially-commissioned review, but had
not been persuaded that the law should be changed to permit the use of intercept
evidence in courts. The review of intercept as evidence showed that there might be a
modest increase in convictions of lower level criminals with no guarantee that this
would be sustainable.

Intercept evidence is not a ‘silver bullet’. Its main value is likely to continue to be to
help intelligence agencies and law enforcement to deploy other techniques — eg
surveillance, eavesdropping, use of informers — in effectively obtaining evidence which
can be used in court. It does not stand alone. And we do convict these people now
without having to admit that intercept helped in bringing them to justice.
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Analysis: December To Februa
slam and terrorism

lhe levels of concern about the connections made between Islam and terrorism remain
high. Some Muslim citizens lack confidence in the impartiality of our counter-terrorism
laws and in the police. The Independent Police Complaints Commission (IPCC) is seeking
to assist in this issue by reviewing all complaints regarding arrests made during counter-

terrorist operations.
KEY FOCUS POINTS TO MARCH

Resilience

The ban on hunting with dogs comes into force on 18 February and is likely to generate
vociferous protests from hunt supporters. UK health departments are working to ensure
that robust response arrangements are in place to address pandemic flu, and cross-
departmental planning is at an advanced stage. February is traditionally the coldest month
of the year and there is the normal winter risk of disruption from severe weather.

Counter-Terrorism

For the coming months the focus is most likely to remain on the Anti-Terrorism Crime and

Security Act, the powers to detain foreign suspects without trial and their replacement with
control orders. This is likely to set the context for the forthcoming criminal and extradition

trials.
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Jan - NICk Raynsford visit to Multi- am (MAIAT)

-18 Jan - CBRN ‘Bidders Conference’ (Home Office - CBRN Science and Technology

Programme)

10 Jan - Post 9/11 London Resilience Forum Business Breakfast (Hazel Blears and Nick

Raynsford)

25 Jan - Announcement of intention to set up Government Decontamination Service

(GDS)

28 Jan — News Dimension Programme Seminar (ODPM)

28 Jan - Second edition of HO newsletter, ‘CBRN News'’

\arious dates - 9 Regional Resilience Seminars run in England and 2 in Wales as part of
the public consultation on the draft regulations and guidance underpinning Part One of
the CIVI| Contlngenmes Act (Cabinet Office)

ACPO Counter-Terrorism seminar (Home Office)

Exercise Sunset in Northampton (Fire Service)

Lab Party Spring conference, Newcastle (11-13)

Foreign Sec to Pakistan, Afghanistan, India

Ban on Hunting comes into force

NE Business Continuity Conference. Keynote speech by Nick Raynsford
Hazel Blears speaks at RUSI conference (terror theme)

Foreign Sec at FAC re War v Terror 3-5.30pm

Met Police two weeks counter-terrorism awareness publicity campaign
Foreign Sec possible keynote speech RUSI Terrorism conference
Rotterdam trial of man re 'Islamist plot' v Dutch govt buildings
One-day Abu Hamza hearing re dismissal of charges plea

28 3 Kenyans return to ct re '98 bombing of US Embassy

28 Feb - 3 March  Nick Raynsford visit to USA - New York and Washington

March:

1 Home Sec at Home Affairs Committee

2 Babar Ahmad extradition full hearing due (2-3) - US anti-terror request
3. G8/Arab League, Cairo (Straw to chair, inc Rice travel from London)
11 Anniversary Madrid train bombings. Spain hosts anti-terror ‘Democracy, Terror,
Security' conference (PM invited to Heads of Govt session 10 & 11)
Conservative Party Spring conferences, Brighton

HAC terrorism report published (tb confirmed)

Part 4 ATCS powers renewal debates — tb confirmed

Annual Fire Conference in Portsmouth. Nick Raynsford speaking
Foreign Sec: G8 Foreign Ministers meet, Lancaster House

Abu Hamza hearing

Transatlantic counter terrorism exercise US/UK/Canada — Atlantic Blue

Award of contract on the Firelink project - programme to deliver a nationwide radio
system for the Fire and Rescue Service.

UK EU 6-month Presidency July 1 to Dec 31
UK hosts G8 Summit, Gleneagles (6-8) HM Queen hosts
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CabinetOffice

Howell J ames CBE 70 Whitehall Telephone 020 7276 0650
London Fax 020 7276 0822

Permanent Secretary, Government SW1A2AS E-mail howell.james@cabinet-office.x.gsi.gov.uk
Communication

26 April 2005

Edward Oakden CMG
Director, Defence and Strategic Threats
Foreign & Commonwealth Office

&_D\/V 581/06\/\9 )
TIDO( C): COMMUNICATING THE THREAT FROM INTERNATIONAL

TERRORISM

Thank you for your letter of 15" April. | certainly agree with your assessment of
the media coverage following the trial of those alleged to be involved in the so
called “ricin plot”, which raised a number of issues but in particular the tricky
question of how we communicate the reality of the threat to the general public.

| know the current Home Secretary (and his predecessor) wrestles with the
dilemma of how the Government can practically give people a more real
understanding of the threat, but doing so within the constraints of the legal system
and protecting intelligence sources. | gather the Home Secretary is looking
currently for ways to encourage a public debate on the ‘security versus liberty’
issue believing people (including the media) need to understand the nature and
scale of the threat so they can have more informed views about whether measures
taken to counter them are reasonable and proportionate (e.g. control orders).

| think there is merit in some of the work you suggest being done although you are
right that it would presumably require considerable endeavour, mainly for the
Police with input from the Security Service and FCO, to acquire all the necessary
information and checking it can be used. Citing historical cases needs to be
carefully handled; we would not wish to give anyone grounds for appeal.

I am happy to take advice on how much using the ricin case helps or hinders our
arguments, but it did raise many other issues, not least that of removal of failed
asylum seekers and it was the subject of crime reporters briefing by the Met so the
media are fully aware of the details and the modus operandi of the gang we
prosecuted.

()
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I would be interested in other views from members of TIDO(C) on the balance and
benefit here in creating a document and the potential pitfalls it might present given
the continuing concern about ‘dossiers’ in this arena.

I am copying this letter to Members of TIDO(C).
HM

fowon

13

HOWELL JAMES
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CABINET

%@ OFFICIAL COMMITTEE ON DOMESTIC AND INTERNATIONAL

TERRORISM (COMMUNICATIONS)

The :mw%h etter from the Security Service is distributed for the information of
the Coméj&g

Cabinet Office
4 May 2005
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(one piece/item number)
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sign

Extract details:
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CLOSED UNDER FOI EXEMPTION

RETAINED UNDER SECTION 3(4)
OF THE PUBLIC RECORDS ACT 1958

TEMPORARILY RETAINED

MISSING AT TRANSFER

NUMBER NOT USED

MISSING (TNA USE ONLY)

DOCUMENT PUT IN PLACE (TNA USE ONLY)




Instructions for completion of Dummy Card

Use black or blue pen to complete form.

Use the card for one piece or for each extract removed from a different
place within a piece.

Enter the department and series,
eg. HO 405, | 82.

Enter the piece and item references, .
eg. 28, 1079, 84/1, 107/3

Enter extract details if it is an extract rather than a whole piece.
This should be an indication of what the extract is,

eg. Folio 28, Indictment 840079, E107, Letter dated 22/11/1995.
Do not enter details of why the extract is sensitive.

If closed under the FOI Act, enter the FOI exemption numbers applying
to the closure, eg. 27(1), 40(2).

Sign and date next to the reason why the record is not available to
the public ie. Closed under FOI exemption; Retained under section
3(4) of the Public Records Act 1958; Temporarily retained; Missing
at transfer

or Number not used.
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The att letter from Howell James is distributed for
the info on of the Committee.
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Cabinet Office
26 October 2005
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Howe" James CBE 70 Whitehall Telephone 020 7276 0650
London Fax 020 7276 0822

Permanent Secretary, Government SW1A 2AS E-mail howell.james@cabinet-office.x.gsi.gov.uk
Communication

25 October

To: TIDO(C) members

From World to Ward — counter terrorism and engagement
communications strategy

As you know over the last month or so we have been working with
departments to produce a communications strategy to bring together the
Prevent element of Contest and the Muslim engagement action plan being
led by the Home Office. | attach a copy of the strategy and allied products for
your information.

It is not a conventional strategy as this is not a conventional problem. Its two
themes are to make sure that the tough stance against terrorism is fully
understood along with demonstrating to Muslims in the UK that we are trying
to reduce the social aggravators of disaffection.

We have worked closely with FCO and HO on the core script, strategy and
language, but also with delivery departments such as Health, Education,
CPS, ODPM on the partnership angle as they provide the “touch points”
where communities can get the help and services they need. | chaired a
steering group of senior communicators from all these departments (most of
which are represented on TIDO(C)) to make sure we handled the creation of
this in an effective way.

Having sent the strategy to you my plan now, in the knowledge that FCO
Ministers are content, is to discuss it with Hazel Blears on November 8 (I will
write in advance to set out the key points copying in her Ad Hoc ministerial
colleagues). She will no doubt take a view as to whether the strategy needs
more formal ministerial clearance - although it will be mentioned at the
November 10th DOP(IT) meeting.




| would like TIDO(C) to meet shortly after the DOP(IT) to discuss oversight
and governance of the strategy. As a first step, and | would be grateful for
your views in the interim, we need to know the names of the lead policy
official and communications person responsible for the actions annotated in
the grid (see column which at present just denotes departmental
responsibility).

In the meantime it is important that departments now move forward speedily
with the job of delivering the strategy and that they will be able to report
progress when we next meet. With this in mind | would urge you to put the
products attached to this strategy to relevant colleagues for immediate use —
the core script, language and information about communities and so on, can
all be used to good effect while the more medium and longer term issues
come to fruition.

vt
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From World to Ward
Counter-Terrorism and Engagement Core Script

Purpose

Flexible core script and guidance for ministers and officials that addresses both
counter terrorism and engagement issues. The script can be adapted for different
audiences by up-weighting combinations of the following themes:

Protect: Government has a responsibility to protect all citizens and what we stand for.
Planning, committing or supporting terrorism will not be tolerated in the UK
Protecting common values — democracy, free speech, religious freedom and the
benefits of healthcare and education, Explain necessarily tough, far reaching
legislation, security, vigilance, extradition procedures etc

Partnership: Our response is based on consultation. Need for a community response,
every community united behind common aim of protecting and developing common
values; freedoms, rule of law, respect for others, inclusivity

Guidance

Balance: - There is a need to balance the harder CT message so that it is not
perceived as exacerbating the sense of Muslims being under scrutiny, isolated
and marginalized particularly given the media’s persistence in using such
terms as “Islamic Terrorists”. Terrorism is not committed by the ‘Muslim
Community’. There may be different stated motivations for terrorism, but
there is never a justification.

From World to Ward: - All CT/E communications from HMG must address
issues that extend from world to ward level. From acknowledgement of
international issues to the work being done on a very local domestic level to
improve security and opportunity for all.

Islam - We are not experts on Islam, we shouldn’t talk about ideological acts
but about criminal acts

The “Muslim Community” — Implies more homogeneity than is the case.
Use “British Muslims”, “Muslim communities”; “leading Muslims” publicly.

Don’t use religious or religiose language — Challenging terrorist ideology
through debate must be a key element of our approach; however, much of this
debate should be conducted by Muslim communities. Government can
facilitate the debate but not lead it. Government has no credibility on the
theological issues.

Never refer to “Islamic Terrorists” — ‘Islamist terrorists’, ‘Muslim
Fundamentalists’, ‘Islamic Extemists” avoid any religious or cultural
references to terrorism. They are terrorists, they are criminals and they are
murderers.
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Focus on similarity — ‘mainstream’ or ‘mainstream Muslims’ where
appropriate but try to emphasise that Muslims are “[law abiding] citizens”
above everything else. There should not be one register for Muslims and one
for the rest. Emphasising racial/cultural difference reinforces barriers.

“Muslim community/world taking responsibility” — Is something that is
often said, and a message that only goes to support the terrorist rationale.
Responsibility in this sense implies culpability — why should the “Muslim
Community” be accepting responsibility for the actions of a tiny minority.
“Responsibility” implies that terrorists are representing them by acting on their
behalf.

Continuing the partnership — Emphasise that the Government will continue
to work ever more closely with every community, UK and overseas. Implicit
is the message that the engagement work this summer is just the beginning of
a strong mutually beneficial relationship with all communities.

Wider impacts of messages — Combating terrorism and improving
community cohesion, increasing opportunity and promoting diversity are not
Muslim issues but issues for the entire UK. Do not alienate wider community
through perceived pre-occupation with ‘pandering to Muslims’; ie improving
capacity, investment and engagement messages should not be emphasised on a
national (domestic) level, although it is a key international message.

Britishness —Research illustrates that small and decreasing numbers of
Muslims (particularly young) define themselves as British. What is the
definition of Britishness? It means different things to different people. The
logic has been that there is a cultural identity vacuum that has been created by
the growing disaffection and alienation of young Muslims, this vacuum is
being exploited by extremists, creating further barriers to community
cohesion. It has suggested that this vacuum can be filled by defining and
focusing on Britishness - a, nebulous term. We need to appeal to loyalties —
and loyalty to such benefits and values as education, healthcare, democracy,
freedom of speech, tolerance, opportunity etc will have more resonance than
signing up to the concept of Britishness. Furthermore it strays into the heart of
the terrorist’s message that one should be Muslim first and foremost, with no
recognition of national boundaries, or national law. Invoking unproductive
loyalty tests is the terrorists’ aim in order to divide and confuse.

RESTRICTED




RESTRICTED

Key messages

Terrorism is an abhorrent crime, which can never be justified and which all
law-abiding British citizens condemn. The small number of extremists who
claim to act in the name of Islam are enemies of all of society: Muslims in the
UK and elsewhere are among those they kill.

Community relations in the UK are very good. The UK is a vibrant, diverse
and tolerant place where difference of opinion, background and faith is valued
and embraced. The Government and public are determined that we should not
allow extremist action to weaken the excellent community relations that we
enjoy in the UK.

The Government continues to work closely with Muslim communities to
discuss how to best prevent young people from being drawn into extremism
and a number of proposals have been drawn up. We welcome the support of
faith and community leaders, with whom we are working in partnership to
tackle extremism and radicalisation.

Core Script

Protect

Terrorism is planned, conducted and glorified by murderers and criminals.
There may be different stated motivations for terrorism, but there is never a
justification. We will not tolerate those who plan, commit or glorify terrorism
whether foreign nationals or UK citizens.

The UK is a tolerant, diverse and vibrant place where difference of opinion,
background and faith is valued and embraced. We should not take these values
for granted. It is our collective responsibility to continue to defend them
against those who seek to undermine that which we value.

UK citizens have much in common — much more that unites us than divides
us. We all benefit from living in a democracy, a society of free-speech, of
cultural diversity, of tolerance of different lifestyles.

Some things are not negotiable; we do not accept those who advocate violence
and hatred, or abuse freedom of speech in order to justify terrorism.

We have necessarily tough laws to counter terrorism. Powers to prevent and to
prosecute terrorists and those who support them have been regularly updated
to deal with changing threats.

As well as security and surveillance to catch potential terrorists we have
developed tough laws to prosecute every part of the terrorist network.
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Such measures are necessary for the protection of every community and our
shared way of life.

Coming to the UK is not an automatic right and to be a UK citizen carries a
duty - to share and support the values that makes the UK such a vibrant
society

Those who break that duty and incite hatred or engage in violence against us
have no place here

Partnership

In the UK we all have rights and responsibilities. Rights to freedom of speech,
freedom of faith, to vote in elections and we all have the responsibility to
protect these values

Terrorists’ ideology needs to be challenged and communities should be
intolerant of extremism in all forms.

Extremists of all types [RW, LW, Islamic] try to divide us; we must counter
them by celebrating the things that unite us.

The small number of extremists who act in the name of Islam are as much
enemies of law abiding decent Muslims as they are to the rest of society.

Members of Muslim communities working with government recognised the
need to provide a consistent counter-narrative to young people looking for
answers to the justifications for terrorism they may have encountered.

Some, but by no means all conflicts in the world involve Muslims. But not
because they are Muslim. Our goal is to help those affected reach a solution.

The National Forum against Extremism and Islamophobia will help develop a
youth oriented theological counter-narrative, taking on the extremists
intellectually in prder to win the 'war of ideas' and combat unacceptable
readings of the Qu'ran.

We must make it easier for young Muslims to obtain access to mainstream
Islamic teachings in the English language that robustly oppose extremist
ideology and their malignant misinterpretations of Islam.

It is your right as a citizen to question UK foreign policy, as with any
Government policy. In the UK we have the freedom to debate, to discuss and
to disagree We want to listen and have this debate with you. There are many
ways in which we can do this, so there can never be justification for violence
where we disagree.
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We are focused on finding solutions to the international issues that matter to
us all. We need to work with others in the international community. There are
no easy answers, but terrorism is never a reason to ‘get your voice heard’.

Terrorist actions do not discriminate. Muslims, Christians, Hindus Sikhs and
Jews were killed in London terrorist attacks. We must respond with one voice,
nationally and internationally.

These people are terrorists and criminals- first and last [they do not, never
have and never will act as representatives of Muslims or Islam]

It is not the place for Government to question or judge and individual’s faith.
However, it is our duty to intervene when innocent lives could be put at risk
by those who plan, commit or glorify terrorist activity

Muslims are part of the solution - not the problem
We need to build better relationships between cultures, we must celebrate how
such diversity enriches our society, we must preserve cultural identities and

unite in those things we share as UK citizens

This is a vision that is shared by the vast majority of British citizens, of all
faiths and none

We will expand our efforts to improve opportunity and tackle inequality in
every community [eg. Interfaith Fund]

Helping to improve understanding of all faiths and to foster stronger links
between all communities

We need to speak to more of you more often. We will try and give every
citizen an increased stake in how we are governed and policed.

The UK is working to tackle inequality, deprivation and racism in all forms, at
home and abroad.
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Language on terrorism

Why lanquage matters

The search for an appropriate vocabulary to describe the new terrorist threat
is not semantics, nor political correctness, but vital to ensure we do not use
terms that are offensive to mainstream Muslims or that otherwise play into
terrorist’'s hands.

It is not easy to find terms that are both accurate and non-offensive. The
most accurate and inoffensive term is “terrorism” — this can be used to
describe any movement or act which seeks to cause chaos, instability, fear
and indiscriminate destruction in many countries for twisted reasons.

The problem

There is growing recognition of the difficulties and sensitivities of referring to
Islam and Islamic theological ideas in terrorism terminology. The problem is
that a small minority of extremists, of whom al-Qa'‘ida are the most prominent,
seeks to use sacred Islamic texts to legitimise the use of indiscriminate
violence against the West. Their contention that “the War against Terrorism” is
a “War against Islam” is already a powerful propaganda tool.

We can inadvertently bolster their case by careless use of language, in
particular the term “Islamic Terrorism”. This is not only inaccurate (and
offensive), it also plays into how terrorists <ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>